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We are trained professionals with over 15 years
combined experience in these matters — it goes
without saying — don’t try this at home! If you
attempt anything you see today you may be subject
to any number of locally applicable laws resulting
in fines or imprisonment.

Knowledge is power — please use it responsibly
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WorldWideWeb Evolved

» Where browsers started

Remember gopher?
Text-based way to retrieve Internet-stored information
First web browser was “WorldWideWeb” (Feb. 26, 1991)
Sir Tim Berners-Lee

Capable of displaying style-sheets, and media supported by the NeXT
system

First program to use HTTP (Hypertext Transfer Protocol) invented by
Berners-Lee in 1989

HTTP was a leap forward and a move from text - graphical
“browsing”

Flurry of development activity culminated in Mosaic
Great history of the web on W3 (http://www.w3.org/History.html)
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Slide 6

MSOfficel very hard to read
, 1/3/2009
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Modern web browsers and content

Modern browsing
Simple HTML has evolved into RIA
Synchronous to asynchronous browsing
Cross-platform support of media and content
Aren’t there Standards?
HTML standards aren’t followed 100%
HTML-spec focused on features, not security
The browser, over-extended
Browsers today are doing more than they were intended to
Features/functions are at odds with good security
... this creates a problem



» Evolution of HTML Specification

Start: HTML v1
Very simple
Basic layout and rendering of static content
Evolved: HTML vs5 (draft)
Extremely complex
Rich user-experience
Supported embedded content, media and interactive elements
Complexity is the enemy of security
More complex structures create possibility for exploitation
Functionality at the sacrifice of security
Security is an afterthought...
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» Several reasons browsers are over-extended
User-state tracking
HTML-spec initially had no notion of “state”
Bolt-on as pages turned to applications
Highly interactive “applications” (RIA, etc)
Browser meant to render static content
Browsers never meant to house applications
Synchronous vs. Asynchronous requests
HTTP-spec built around client single request/response
Asynchronicity creates gaping security issues
...and there are more



Square Browser, Round Hole

» Tracking state
o State-management a browser “afterthought”
o Browser not meant to handle persistent sessions with server
o Goes against foundational principles of “browser” technology

» User state tracked in various ways

o Cookie
« Piece of persistent code stored on your computer

o Parameter
« Variable inside the browser session
« In the URI, inside POST, or other method

o Client-side... so it can be manipulated, lost or stolen
« ...and then it gets complicated
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Square Browser, Round Hole

Warning - Security

The application’s digital signature cannot be verified.
Do you want to run the application?
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» Synchronous vs. Asynchronous requests

Browser spec built around user click (request) - response
User requests page, server returns page and embedded objects
Functionality necessitated evolution
Full-page refresh on every mouse click/load was annoying to users
Methods for automating object loads (requests) created (AJAX)
Browser can now fetch requests on user’s behalf...
o ...and without the user’s knowledge
Security issues arise
Differentiate between script & user requests...
Stop and think... script on a page can request other objects
Great for rich user experience
Scary for security
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Square Browser, Round Hole

* ... And the Session ID is transferred securely right??

NAME s1D

VALLUE DaAAAGWAARAIBIMYCEhT ITGEJOTYUNIOBTEaScsPMAITRISYEBCH CudBh dxnPROR el nZiguiJxCamiS2 0L fomE43U0 Qs 3d0R 9 e ds
LIt rLwkP PP 3 chLMASE nkF OR A0 RAMHWEU B-1GY - ZKT 38 0K

HOST google.com

PATH

SECURE

EXPIRES AtEnd Of Set

» Maybe not...
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Pwnag3 — Owning Your Victim

Cross-Site
Scripting
(XSS)

Exploit
Standards

Exploit  \ Exploit
Browsers  \ Plugins
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Pwnag3 — Owning Your Victim

~
The page at hitp:/
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Storage of Malicious JavaScript in the database
Example: Administrative Log Page

Reads username from DB for a failed login attempt
Write the result to the an administrative log

What if we enter:
<script>alert(‘XSS’)</script> as the username???

Input from the DB written to the page



Pwnag3 — Owning Your Victim

Attacker inserts Javascript

« Ex: document.write(‘<script>alert(‘*XSS’)</script>’);

Browser writes the Javascript to the DOM

Javascript is rendered

Client Pwnsd
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Pwnag3 — Owning Your Victim

» Ability to perform Client Base attacks
» Communication making Exploitation easier

Text
Message

Twitter
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Pwnag3 — Owning Your Victim

Your
Your customer’s
Website

Website

Websites Partner’s
you trust Website
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Pwnag3 — Owning Your Victim
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Pwnag3 — Owning Your Victim

Issues Not Fixed Properly
» Known Open Redirects

o Google.com since 2006!
o Other sites Yahoo.com, Ask.com, Lycos.com ...

» Known Instances of XSS
o Search Engine for issues (xssed.com)
o American Express

« Not fixed until it is fixed TR
- TheregiSter'co°uk -' "Tnm--'.”! EMALL m:ns::s-- CORPORATMISG | MERE

o Social Networking sites  AMERICAN EXPRESS[ i
« Potential for worms :
~ Everyone remember sammy?
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Searching for Hope

€ 5 it o iclawrence.comtestyssHelloasprtttiame= S Cscrptits ~ | 49| x|
s helowold | R

[ W Intemet Explorer modified this page to prevent a potential trass-site seripting attack, Click here for more information...

Hello, alert("'bang! script _
injection\n''+document.cookie);

D ———

@ Intemet | Protected Mode: On
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Searching for Hope
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Searching for Hope

» FireFox 3+ )
o Advancements D e m_
« Anti-Phishing/Malware i

o Full-page browser warning -
(through Google Safe-Browsing API)

o Anti-Phishing updates 48 times/day
« Focused on security

o Mozilla’s goal: bolster security in FireFox
« Automatic update

o Automatically get latest browser updates for maximum security
« Pop-up blocker

o Block pop-ups with customizable options
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Securing HTML-spec? (v5)

Functionality vs. Security
Functionality requires complexity
Complexity often causes security issues
Living with exploitable functionality

More “exploitable functionality” will be uncovered
HTML v5 is too complex not to have faults
AJAX frameworks continue to add functions/methods

Can increased functionality (RIA) co-exist with the
need for security?



Developer Tools
Helping
Enabling faster development of pages and applications
Allowing non-experts to create pages and applications
Hurting
More “point and click” development

A single broken development tool accounts for mass breakage

Developers many not understand complexities of what they are
doing

Heavy reliance on tools to “do security for you”
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Is there any hope?

Maybe...
Start by fixing the HTML standards
Educate users not to install unknown plug-ins
Educate developers to write better applications/sites
Think twice before adding functionality to your browser
Maybe not...
The browser was never meant to do what it does today
Perhaps it’s time for a revolution... a new tool or ?
Since day 1 we’ve gotten it wrong consistently
Millions of you have your browsers “infected” or trojaned
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Protecting yourself in “cyberspace”

Know who/what to trust
Trust no one (or no site)
Some sites are more trustworthy than others <ahem>
Always be weary of “free” widgets they come with a price
No site deserves your unverified trust
Remember *any* site can be compromised (and likely will)



Self-Defense 101

» Know where to click
Always (ALT+F4) on pop-up windows

Malicious people can change window appearance and behavior of
buttons... never trust buttons!

Check link target when you mouse-over a link,

Contexts in which this element may be used:

Never fall for “scare-tactics” ct:f;m“u"‘[f—"j
. . O Element-s eﬁtc attributes:
“Your computer is infected, click here - ,, l .

1; (Q_tb:l:,.’,."www.w3.org,r"I'Rf2008MD -html5-200806 10/single-page/#phrasingd )

to install remover utility”

~100% of those pop-ups are malware
Never click links in emails

Even from people you think you trust... you never know




» Know which browser to use

FireFox vs. Internet Explorer
FireFox is currently “more secure by design”
Many exploits/attacks written for Internet Explorer
NoScript plug-in for FireFox greatly increases security
Internet Explorer utilizes ActiveX (an old, buggy technology)
When Internet Explorer is the only option...
Use it in limited capacity
Navigate only to trusted sites
NO browser is 100% safe to use
Overall, FireFox has proven to be more natively secure
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