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Standard Disclaimer

Do not do anything
contained
within this
presentation
unless you have

written
permission!!
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Who are We?

» * | OBPdbd Q A OzSechrity Consultant/Researcher
Penetration Testing , Web Application Audits and Security Researcher
Bachelor of Science in Computer Science

Contributes to theBackTrack.iveCD, BeEF, Nikto, Fierce, and PBNJ

Speaker/Trainer aBlackHat DefCon, ShmooCon, SANEntestSummit ,OWASP
Conferences, LinuxWorldnfosecWorld, CSI and Comdex

e Twitter: http://twitter.com/jabra  Blog:http://splOit.wordpress.com

» Willis Vandevanter Security Consultant/Researcher
e Penetration Tester and Security Researcher
e BScin CS, Masters of CS in Secure Software Engineering
e Twitter: http://twitter.com/willis (two underscores!!)
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Rapid7 Overview

» VVulnerability Management

~-RAPID7

NEX>XPOSE

» Open source projects

]
NMEG4ASPLOIG
¥ w3af

» Professional Services
e Network Pentesting
e Web Application Audits
e Training
e Deployment
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Overview

» \What we will discuss

» \What we will not
discuss

» Things to keep in mind
e Breaking stuff is cool
e Disclaimer
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SAP Product Suite

» Enterprise Resource » R/3

Planning » BusinessObijects
» Business Intelligence (Bl) » Netweaver

» Business Suite

e Customer Relationship
Planning

e Enterprise Resource Planning n

e Product Lifecycle
Management

e Supply Chain Management

e Supplier Relationship
Management

WALLSTRRET
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Focus of this talk

» SAPBusinessObjects
Enterprise XI (XI 3.2 Is
the latest version)

» 20,000 ft view

e Aggregating and ;
analyzing vast amounts of &
data along with :
presentation of/providing
access via many
Interfaces

e Flexible, Scalable, and
Accessible
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Interfaces we focused on
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Central Management Console

» Administrative Interface to
BO

» Access is provided via the
webserver
(http://ip:6405/CmcApp
authenticates against the
Central Management Server

» Provides
e User and group creation and

management
e Server/Services
Configuration B e
e Object Rights, scheduling, fsository
security settings (FRS)
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http://ip:6405/cmcapp

Web Services

v

. . .
e Session Handling g — — s,
» Auth, User privilege - . 3
man agement : Database Database
e Business Intelligence ot
Platform b
e Server administration, Web  Application |, Central -
. Application Container 9
scheduling, etc. et pL=tne Server ks

(WACS) (CMS)

e Report Engine

o Access reports (Cryste
Reports, Web
Intelligence, etc.)

o Query
o Build ad hoc queries
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Service Oriented Architecture 101

» Think Object Oriented
over XML

» Add this on top of HTTP

~ s oA = < : Step 1) User Request
»4 EAOO0O 3/ !
» Connect Legacy

SySte ms Web Server
Step 2) Web Servic g Step 3) Web Service
Request Response

Web Service (Mainframe)
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SOAP 101

» \Web Services
e API In XML over HTTP
>/ 3) , AUAO n
e Layer 82 XML
e Layer 9z Security (WS")
o Layer 10y SOAP
»O7EU $O0I1 Uo
e Data definitions
» UDDIs
e Pointers
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Threat Model

— Web Services in Transit

Web Services Engine

— Web Services Deployment

Web Services User Code

‘t?? RAPID7 Reference: Hacking Web Services



SSL vs Message Security

» Point-to-Point OR chained workflow

» SSL (All or nothing)
e No fine grained control of portions of the applications

» Message

e Add amounts of security ‘
«
e

e Ton of work!
e Audit trall
e Encrypt message body (admin attack)

e Verify messages have not change
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Tools of the Trade

» SOAP QA Testing tools
e SOAPUI

» Favorite Programming Language
e Custom tools

> Proxies
e Our favoriteBurpSuitd

e http://ptresearch.blogspot.com/2010/01/methoets-
gquick-exploitation-of-blind_25.html
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Custom Web Services Client

#!/usr/bin/rubyzw

require 'soaphsdIDrivet

OANOEOA " BBO

wsdh " EOODPgTTxxx8xAAOAOOEAA@SI
driver = SOAPWSDLDriverFactory.neywsdl).create _rpc_driver
# Log SOAP request and response
driver.wiredump_file base "soaplog.txt"

# Use Burp proxy for all requests

driver.httproxy = 'http://localhost:8080'

# Log SOAP request and response

response =river.GetQuotd:symbol => 'MSFT")

pp response
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DA

File Tools Desktop Help

B= 5 @ ﬁ 4 E SearchFDruml |ﬂ'ﬂ (7]

g = soapll tarter Page | X stockQuotesaap | 3¢ Request 1« — x [ - — o
E’--Fg]:::kquute P =B O0 & . [http:,l',l'www.webservicex.net,l'stu:u:kquu:ute.asmx v] B+ ®
BI StockQuoteSoap /ET o View Type: |4l | ® ;g [+] GetQuoteResponse -3
i S =
E = ?----GgitQF'\L;thestl /___: [+] GetQuote -1 /___: GetQuoteResult:  =StockQuotes = <Stock = <3yvmbol =MSRF <3
ar REH i i hange = <COpen =M A< Open = <High=Ma </
m- X StockQuateSoapl2 | —| symbal: |M5RF E5"| {xsd:string) — osexNA</PreviousClose = <PercentageCha
= = ns = <P-E =N} A< [P-E = <Marme >MSRF</MNams
3 3
= —
: :
L =
& soapll Preferences
soapUl Preferences
Set global soaplUl settings
RINTe Sl Hast: |Iocalhost |
Proxy Settings
S5L Settings Fort: |E‘DBD |
W5DL Settings UlsErReres | |
UL Settings
Editor Settings Password: | |
Taols Excludes: | |
WS-1 Setkings
Global Properties
Global Security Settings
WS- Settings
soapUl Pro
Coverage Sektings
Code Templates
Jdbe Drivers Properties
@
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BurpSuite

» Usage with Intruder
» Verify the PRNG

rtarget rproxy rspider rscanner rintruder rrepeater rsequencer rdecoder rcumparer roptions raleris |

intercept | options | history | S e q u e n Ce r

reguest to hitp e websenicex.net80 [209.162.186.60]

| forward | | drop | | intercept is an | | action |

raiy rparams rheaders rhex rxml | F EtC- ] etC-

POST /stockgquote.asmx HTTF/ L. 1L

Aocept-Encoding: gzip,deflate

Content-Type: text/xml;charsec=UTF-5

SOAPAction: "http://www.webserviceX.NET/GetQuote”
User-Agent: Jakarta Commons-HttpClient/3.1

Host: www.webhservicex.nst

Proxy—-Connection: FKeep-Alive

Content-Length: 302

<goapenv:Envelope xmlns:scapenv="http://schemas. mlscap.org/scap/ envelope/"
xmlns:web="http://www.wehservice . IIET/ ">
<goapenv: Header/ >
<soapenv: Body>
<web:Getluote>
<!——Optional:-->

<web:gymbol=NSRF</weh:symbol></weh: GetQuotes
</=oapenv: Body>
</soapenv:Envelope>

o0
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