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Standard Disclaimer

Do not do anything 
contained 

within this 
presentation

unless you have 
written 

permission!!
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Who are We?

http://spl0it.wordpress.com/


Rapid7 Overview

Vulnerability Management

Open source projects

Professional Services
Network Pentesting
Web Application Audits
Training 
Deployment



Overview

What we will discuss

What we will not 
discuss

Things to keep in mind

Breaking stuff is cool

Disclaimer



SAP Product Suite

Enterprise Resource 
Planning

Business Intelligence (BI) 

Business Suite
Customer Relationship 
Planning

Enterprise Resource Planning

Product Lifecycle 
Management

Supply Chain Management

Supplier Relationship 
Management

R/3

BusinessObjects

Netweaver



Focus of this talk

SAP BusinessObjects
Enterprise XI (XI 3.2 is 
the latest version) 

20,000 ft view
Aggregating and 
analyzing vast amounts of 
data along with 
presentation of/providing 
access via many 
interfaces

Flexible, Scalable, and 
Accessible



BO BI Architecture Overview



Interfaces we focused on



Central Management Console

Administrative Interface to 
BO
Access is provided via the 
webserver
(http://ip:6405/CmcApp) 
authenticates against  the 
Central Management Server
Provides

User and group creation and 
management
Server/Services 
Configuration
Object Rights, scheduling, 
security settings

http://ip:6405/cmcapp


Web Services

Provides:
Session Handling

Auth, User privilege 
management

Business Intelligence 
Platform

Server administration, 
scheduling, etc. 

Report Engine
Access reports (Crystal 
Reports, Web 
Intelligence, etc.)

Query
Build ad hoc queries



Service Oriented Architecture 101

Think Object Oriented 
over XML

Add this on top of HTTP

4ÈÁÔȭÓ 3/!Ȧ

Connect Legacy 
systems

Step 1) User Request

Step 4) Web Server Response

Step 3) Web Service
Response

Step 2) Web Service
Request

User



SOAP 101

Web Services

API  in XML over HTTP

/3) ,ÁÙÅÒ ήȟί ÁÎÄ ΧΦȣ

Layer 8 ɀXML

Layer 9 ɀSecurity (WS-*)

Layer 10 ɀSOAP

Ȱ7ÉÚ $ÕÌÌÚȱ ɉ73$,ÓɊ

Data definitions

UDDIs

Pointers



Threat Model

Web Services in Transit

Web Services Engine

Web Services Deployment

Web Services User Code

Reference: Hacking Web Services



SSL vs Message Security

Point-to-Point OR chained workflow
SSL (All or nothing)

No fine grained control of portions of the applications

No audit trail

Message 
Ton of work!

Add amounts of security 

Audit trail

Verify messages have not changed!

Encrypt message body (admin attack)

Node 1 Node 2 Node 3

Node 4Node 5



Tools of the Trade

SOAP QA Testing tools
SOAPUI

Favorite Programming Language
Custom tools

Proxies
Our favorite BurpSuite!

http://ptresearch.blogspot.com/2010/01/methods-of-
quick-exploitation-of-blind_25.html
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Custom Web Services Client

#!/usr/bin/ruby ɀw
require 'soap/wsdlDriver' 
ÒÅÑÕÉÒÅ ΄ÐÐȬ
wsdlЂ ΄ÈÔÔÐȡȾȾ×××Ȣ×ÅÂÓÅÒÖÉÃÅØȢÎÅÔȾÓÔÏÃËÑÕÏÔÅȢÁÓÍØȩ73$,Ȭ
driver = SOAP::WSDLDriverFactory.new(wsdl).create_rpc_driver
# Log SOAP request and response 
driver.wiredump_file_base= "soap-log.txt" 
# Use Burp proxy for all requests 
driver.httproxy= 'http://localhost:8080' 
# Log SOAP request and response 
response = driver.GetQuote(:symbol => 'MSFT')
pp response



SOAPUI 



BurpSuite

Usage with Intruder

Verify the PRNG ɀ
Sequencer

Etc., etc.
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