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Central Storage

Automated Testing el
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Reconnaissance Correlation

Port Scanning
Reporting
Vulnerability Scanning
View/Modify/Delete

Exploitation “ Data
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Manual Testing

Context Based

Focus Driven

Goal Oriented
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Access to
Every User

Access to
Intemal
Account Network

Access / Trust

— Password reuse

Broken Authentication

Improper Storage
Weak

Session Management SQL Injection  Social Engineering Helpdesk

<> RAPID7



> 8 9
@ -
o/ = >5
o (O A /5 # B
> f ) L

<> RAPID7



>/ M * I (

- / ) &
o / 2 "

Domain Controller Domain Controller
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Token Impersonation

Bruteforce Attack
Several Weak passwords

Token Hunter

Domain
Admin
Access

Pass-The- Hash

IFS Login

assword Cracking

ARP Spoofing Admin Access

MSSQL — Blank SA
i—Tomcat Manager
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